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New city manager
brings thoughtful
approach to post
DAVID SHOWERS
The Sentinel-Record

David Frasher wants to execute the will
of Hot Springs, but the newly minted city
manager said he first has to understand
what the people want and the circumstances that inform those wishes.
The former homicide detective knows
the value of proceeding cautiously until all
factors have been considered. Hence the
extended listening tour he’s planned, an element of the deliberate course he’s charted
for his first months in office.
“It’s important for the city manager to
The Sentinel-Record/Richard Rasmussen be engaged in the community,” said Frasher,
NEW MANAGER: David Frasher, the new Hot Springs city manager, describes his management style as “par- who brings 15 years of public administration
experience to bear leading small to midticipatory” during an interview in his first week on the job.
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EDITOR’S NOTE: This is the ninth in a series of
articles about suicide prevention and mental health
treatment.
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June Wilson, left, and Michele Dozier check out gift cards they received by making donations for secret
goody bags during the 14th annual Splash of Red Friday in the Hamp Williams Building. The event is
held each year as a fundraiser to benefit Arkansas Children’s Hospital. Guests were treated to food,
drinks, entertainment by the band Moxie, and silent and live auctions.

Sports legend to address
Boys & Girls Club gala
STEVEN MROSS
The Sentinel-Record

In 1990, there seemed to be no limit
to what “Bo Knows,” as in sports legend
and advertising icon Vincent Edward
“Bo” Jackson, who will be the keynote
speaker Friday night at the Great Futures
Gala to benefit the Boys & Girls Club of
Hot Springs.
The event will be held at Horner Hall
in the Hot Springs Convention Center.
Steven Mills, executive director of
the club, said Jackson is a popular motivational speaker who will talk about
“reaching your full potential” at the
event, which is the club’s biggest fundraiser of the year.
“This is our first year doing an event
like this,” he said, noting that he got the
“gala” idea from some other clubs who
have held similar events with much
success. “I wanted to try it here and see
how it would do.”

CITY MANAGER, PAGE 3A

Mentoring
offers suicide
prevention
assistance
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State and local interest in the Arkansas
Gives campaign continues to grow ahead of
the official day of giving on Thursday.
“It is going to be unbelievable,” said Dorothy Morris of the Morris Foundation. “I’ve
got so many people calling me saying they’re
going to give money that day. I had a goal of
$150,000 and I think we are going to surpass
that.”
The first Arkansas Gives event was held
across Arkansas a year ago. A total of $2.3
million was raised for 361 nonprofits in the
state.
Donations provided more than $207,000
to 20 local nonprofits that participated in
2015. Garland County participation increased
to 47 nonprofits that registered by the Feb.
15 deadline.
Only online gifts made through ArkansasGives.org between 8 a.m. to 8 p.m. will
be included in the campaign. Donations will

sized municipalities in Missouri, Wisconsin
and most recently Oregon City, Ore. “The
first year is about making relationships in
the community. You can’t over listen in that
first year. It’s always important to listen.”
He said he wants to hear from the people whom his decisions will affect, a function of the managerial style he characterizes
as “participatory.”
“I’m going to try to spend my first six
months to a year just getting to know the
values of the city,” Frasher said. “The challenge is to understand the value dynamic
and make sure recommendations are consistent with those community values. As
soon as you understand the values, you can

He said ticket sales are doing well,
but noted there are still opportunities
for businesses, groups or individuals
to sponsor a table. A gold level sponsor
for $10,000 will get to attend a VIP reception with Jackson, a signed football
and an individual photo opportunity for
each guest; a silver sponsor for $500 gets
a signed football and photo op; and the
bronze sponsor for $2,500 gets a photo
op. Tickets to the event are $100, with all
proceeds benefiting the club.
Jackson, 53, is a former baseball and
football player who is one of the few athletes to be named an All-Star in two major sports. While at Auburn University,
Jackson won the 1985 Heisman Trophy,
annually awarded to the outstanding
collegiate football player in the United
States.
In 1989 and 1990, Jackson’s name
became known beyond just sports fans
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LITTLE ROCK — Local mentoring advocate Stanley Barnes addressed members of the
Arkansas Suicide Prevention Network Friday
and discussed the benefits of mentoring for the
mental health of youths, but the state still lacks
in the availability of intervention programs and
long-term care.
More than two dozen mental health advocates
from across the state attended the meeting at the
Donaghey Student Center on the University of
Arkansas at Little Rock campus. The ASPN is cochaired by Steele Kelly, suicide prevention program manager for the Arkansas National Guard,
and Amy Muse, a counselor at UALR.
Susie Reece, chair of the Garland County
Suicide Prevention Coalition, has previously
said groups should seek a variety of methods
of suicide prevention to appeal to the different
interests of those in crisis. Barnes said mentor-
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Participants in Falls Branch/Dam Mountain 10K begin the race Saturday at Lake Catherine State Park. The inaugural
event, which incorporated two trails at the park, raised money for Arkansas GEO (Getting Everyone Outside), a nonprofit group that promotes physical activity. Proceeds from the race will be used to provide scholarships to assist
children in outdoor endeavors, such as summer camps and outdoor learning experiences.

Hot Springs police strive to improve interaction with public
COLBIE MCCLOUD

between a law enforcement mercial geared around policing.
agency’s initial contact with the
“Every encounter is a comDallas Police Department public and the outcome of that mercial for the officer, Hot
Lt. Andy Harvey likens the time interaction to a television com- Springs, Garland County and
The Sentinel-Record

policing,” Harvey said during
Harvey, a 20-year veteran Wednesday through Friday for
a training session earlier this who serves on the DPD com- law enforcement officers and
week. “Question is: what is your mand staff, held classes at the administrative staff from the
commercial?”
Hot Springs Police Department
POLICE, PAGE 5A
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“Like a dying man grabbing
for a straw” is McLaughlin’s
attitude to save himself
from ignominious defeat
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Under pressure to digitize everything, hospitals are hackers’ biggest new target
CAROLYN Y. JOHNSON
AND MATT ZAPOTOSKY
The Washington Post

The cyberattack on MedStar Health
— one of the biggest health-care systems in the Washington region — is a
foreboding sign that an industry racing
to digitize patient records and services
faces a new kind of security threat that it
is ill-prepared to handle, security experts
and hospital officials say.
For years, hospitals and the healthcare industry have focused on keeping patient data from falling into the
wrong hands. But the recent attacks on
MedStar’s network and other hospitals
across the country highlight an even
more frightening downside of security
breaches: As hospitals have become
dependent on electronic systems to
coordinate care, communicate critical
health data and avoid medication errors,
patients’ well-being may also be at stake
when hackers strike.
Hospitals are used to chasing the
latest medical innovations, but they
are rapidly learning that caring for sick
people also means protecting medical
records and technology systems from
hackers. An industry that has traditionally spent a small fraction of its budget on
cyberdefense is finding that it also must
teach doctors and nurses not to click on
suspicious online links and shore up its
technical systems against hackers armed
with an ever-evolving set of tools.
In some ways, health care is an easy
target: Its security systems tend to be
less mature than those of other industries, such as banking and tech, and its
doctors and nurses depend on data to
perform time-sensitive, lifesaving work.
Where a financial-services firm might
spend a third of its budget on information technology, hospitals spend only
about 2 to 3 percent, said John Halamka,
the chief information officer of Beth
Israel Deaconess Medical Center in
Boston.
“If you’re a hacker … would you go
to Fidelity or an underfunded hospital?”
Halamka said. “You’re going to go where
the money is and the safe is easiest to
open.”
The stakes are extraordinarily high.
Hospitals’ electronic systems are often
in place to help prevent errors. Without

CITY MANAGER
give much better advice.”
Frasher said the city’s namesake thermal springs recommended it to his wife, Gianina.
In her home county of Romania,
hot springs and spas are central to the culture. Frasher is a
born and bred Midwesterner.
He grew up on a farm outside
Kansas City, Mo., and is a confirmed devotee of the Kansas
City Chiefs and reigning world
champion Kansas City Royals.
“When my wife and I were
here for three or four days
during the interview process,
she loved Hot Springs,” said
Frasher, who, along with Gianina, is the parent of 2-year-old
Mila Grace. “Every time we go
on vacation, she asks do they
have a hot springs.
“I said, ‘Look, the town has a
hot springs. In fact, the name of
it is Hot Springs.’ So she was automatically interested because
of that.”
Frasher said he hopes to
help community leaders identify opportunities for consensus.

The Associated Press

HACKING: A sign designates an entrance to the MedStar Georgetown University
Hospital in Washington. Hackers crippled computer systems at hospital chain
MedStar Health Inc., on Monday, forcing records systems offline for thousands
of patients and doctors. The hack is one of several high-profile breaches that
have riddled the health care sector.

computer systems, pharmacists cannot
easily review patients’ lab results, look
up what other medications the patients
are on or figure out what allergies they
might have before dispensing medications. And nurses administering drugs
cannot scan the medicines and the patients’ wristbands as a last check that
they are giving the correct treatments.
When lab results exist only on a piece
of paper in a patient’s file, it is possible
they could be accidentally removed by a
busy doctor or nurse - and critical information could simply disappear.
In MedStar’s case, a virus early this
week infiltrated its computer systems,
forcing the health-care giant to shut
down its entire network, turn away patients, postpone surgeries and resort to
paper records.
“One thing I think is becoming clear,
especially over the last few weeks or
months, is that health care is rapidly
becoming a target for this,” said Daniel Nigrin, chief information officer of
Boston Children’s Hospital, whose network came under attack by the hacker
collective Anonymous in April 2014.
“What struck us at that point was, you

His initial impressions find the
area not wanting for good ideas
but lacking in how to advance
them, a stumbling block he said
new revenue streams could surmount. But he won’t have a full
picture of the city’s finances
until the strengths, weaknesses
and opportunities analyses he’s
asked each department to compile are completed at the end of
the month.
“We have to be creative on
how to pay for some of these
things,” he said. “It’s not so
much basic services, but some
of the capital needs. The city
doesn’t have a property tax.
That’s a wonderful thing. Most
cities can’t do that, so that’s kind
of unusual.”
Frasher said supplying water
service outside its corporate
limits is the city’s most curious
policy, one he said has put it at
cross purposes with the county and created a class of quasi
city residents who receive city
services without a say in city
affairs.

“That’s an anomaly I’ve never encountered, because city
manager 101 says you don’t provide urban services unless it’s
an annexed area,” Frasher said.
“But now that horse is out of the
barn, so what do you do?
“Once you start providing
those urban services outside
the city it gets very, very expensive for everyone, and then
the incentive to annex, and the
city’s ability to manage what
happens after that, is very limited. It causes friction and causes
people to feel disenfranchised in
some ways.”
Frasher said he wants principals on both sides of the issue
to realize that the policy was
adopted before they were in
positions of influence, and that
solutions rather than recriminations need to come to the fore.
“I’m sure the people that
made the decision thought it
was a good one at the time,” he
said. “I don’t know if they had
the same training I did, but if
they did, they wouldn’t have

done what they did. I definitely
want to emphasize that none
of the people who are working
on this problem right now have
very much or anything to do
with the initial decision.
“I want to depersonalize all
of that friction and look at both
entities. All these parties have
reasonable arguments to make,
but we still have to come together to solve it.”
City managers serve at the
pleasure of a municipality’s legislative body, an arrangement
Frasher said can make the world
of public administration a nomadic existence. Unlike elected
chief executives, whose job security is determined in two- to
four-year cycles, city managers
are at-will employees whose fate
lies with a handful of personalities that can set them adrift at
any time.
“The average service period is about five years,” he said.
“Some of that’s self imposed.
Those of us who want to move
up often have to move to a larg-

The Humane Society of Garland County is the only local
nonprofit in the animal welfare
category. No Garland County
organizations are classified in
the economic development category nor environment.
Morris said about 100 people visited her home during a
four-hour period in the first
Arkansas Gives campaign. The
foundation did not advertise
the event, but the group helped
raise $83,000.
“We thought if we really put
effort into it, we can double
that,” Morris said. “I think we
are going to triple that.”
Morris expects at least 300
visitors on Thursday. A tent
will be set up outside of her
residence from 8 a.m. to 8 p.m.
with refreshments throughout
the day and food provided by
local businesses.
Performers will provide entertainment and volunteers will
be on hand to help with credit
card donations. The online gifts
are paid directly to the nonprofits.
“In the first year, people
didn’t know about it,” Morris
said. “This year, there is so

much enthusiasm. They want
to contribute and they want to
volunteer.”
The Arkansas Community
Foundation has set a goal of $4
million to be raised on Thursday. Donations can be made
on mobile phones, tablets and
computers.
Donors can fill out an online
form and donate $25 or more
with a credit card. Gifts can be
made to several nonprofits in
one transaction. Each participant will receive an emailed
gift acknowledgment for tax
records.
Nonprofits can qualify for
bonus funds and prizes by
meeting incentives, such as
receiving the most donations,
most contributors or the most
total amount in the campaign.
First Security Bank will contribute $60,000 in prize money
for nonprofits that raise the
most dollars and receive gifts
from the most individual donors.
The Hot Springs Giving Circle has created its own bonus
pool. Only local organizations
will be eligible for funds from
the pool of $10,000.

er community to do that. Some
of it is the nature of political
dynamics. It’s not the most harmonious time in our political
history right now. Sometimes
that percolates into the local
government arena.”
While a city manager’s
charge is to initiate the board of
directors’ agenda, Frasher said
effective public administrators
don’t assume a posture of perpetual acquiescence.
“I believe to be a good city
manager and give the full value
you can bring to a community,
you have to be willing to put
your job at risk sometimes to do
what’s best for the community,”
he said. “You don’t relish those
times, because sometimes the
advice and recommendations
you give to people are something you know they don’t want
to hear but need to hear.”
Frasher said sometimes the
vision for a city is unclear or
muddled, requiring the city
manager to bring the fledgling
plans of policymakers into fo-

cus. The retreat he hopes to
organize for city leaders next
spring could be the venue where
those plans assume more definite contours.
“The elected officials and the
people who live here, it’s up to
them to decide what they want
to be in the future,” he said. “My
job is to try and get them there
and sometimes my job is to try
and get them to figure out what
that is by setting up different
experiences so they can flesh
that out.
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From Page One

the Arts, the Arkansas School
for Mathematics, Sciences,
and the Arts Foundation, Arkansas Single Parent Scholarship Fund, Emergent Arts, Hot
Springs Community School,
Hot Springs Family YMCA,
Garland County Historical
Society, Hot Springs National
Park Sister City Foundation,
Mid-America Science Museum
and the National Park College
Foundation.
Arkansas Gives lists the local faith-based groups as the
Garland County Habitat for Humanity, The CALL, the Hope
Movement and While We’re
Waiting.
Included in the health category are the Faces Foundation,
Friendship Community Care,
Lupus Foundation of Arkansas
and Our Promise Cancer Resources.
The human services category include Community Services
Office, Cooperative Christian
Ministries and Clinic, First
Step, Garland County CASA,
Jackson House, Ouachita Children’s Center, Project HOPE
Food Bank, Safe Haven Shelter for Women and Children,
Samaritan Ministries, United
Way of Garland County and
Women’s Own Worth.
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has not been identified, had been
outside feeding livestock with
family members when he fell
into the pit. Edwards said that
the exact depth of the pit cannot
be released at this time due to
the ongoing investigation, but
he said that it “wasn’t that deep.”
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forming CPR on the boy, who
wasn’t breathing. The Arkansas
Democrat-Gazette reports that
the boy was airlifted to Arkansas
Children’s Hospital, where he
was pronounced dead.
Authorities say that investigators determined the boy, who

Washington Post staff writer John Woodrow
Cox contributed to this story.
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STATE

an email — or by finding a network
vulnerability.
That leaves hospitals with two challenges: designing systems that can resist
attack and training employees.
On the network side, Williams said
health-care companies — or any companies — that do not have full-time
security specialists may not be keeping
up with the latest problems and patches.
He noted that one strain of ransomware
exploits a well-known vulnerability in
networks, and when his team did a scan
of the Internet this week, it found 2.1
million servers that would be susceptible to such an attack.
The cultural problem may be even
harder to solve.
“You’re as vulnerable as your most
gullible employee,” Halamka said.
At Beth Israel, the hospital has printed up stickers that appear on salad containers and cookie packaging in the cafeteria so that people are reminded, even
when eating lunch, not to click on links
in emails they did not expect to receive.
The hospital also has conducted internal phishing campaigns - sending fake
emails to employees to assess where
risks exist and to see whether extra cybersecurity training is needed.
Experts said the recent attacks seem
to be based in Eastern Europe, although
it is hard to tell whether one group alone
is responsible. The hacks have similarities, to be sure, but hackers trade tools
and information. One concern is that
as the attacks gain coverage, they will
inspire more copycats who will use the
same technique to target other vulnerable networks.
“This thing is an industry, the black
market that does this type of activity,”
said Chris Ensey, chief operating officer
at Dunbar Security Solutions.
The details of MedStar’s particular
case — including what ransomware
might have been used and how it got
into the system — remain murky. An
FBI spokesman declined to provide any
details - including on the type of possible ransomware — other than to say the
bureau was “aware of the incident and
is looking into the nature and scope of
the matter.”

From Page One

ARKANSAS GIVES
help nonprofits earn funds from
the Arkansas Community Foundation’s $400,000 bonus pool.
Participation increased from
361 organizations in 2015 to 595
nonprofits this year. Interested
donors can visit the Arkansas
Gives website to search nonprofits by category of service,
counties served and physical
location.
Local nonprofits classified
under the arts and humanities
category are Cutwell 4 Kids,
Hot Springs Area Cultural Alliance, Hot Springs Children’s
Dance Theatre Company, Hot
Springs Documentary Film
Festival, Hot Springs Jazz Society, Hot Springs Music Festival, Low Key Arts, Ouachita
Speaker Series, Spa City Blues
Society, The Fine Arts Center
of Hot Springs, The Muses Creative Artistry Project and The
Pocket Community Theatre.
Ali’s Angels Foundation,
Friends of Hot Springs National
Park and the Hot Springs Village Citizens Police Academy
Alumni Association are classified in the community and civic
engagement, public and social
benefit category.
The education category
includes Abilities Unlimited,
Arkansas Learning Through

know what? These attacks can do a lot
more than get your data; they can really
disrupt the day-to-day operations of
your facilities.”
Although a handful of hospitals nationwide have been victims of cyberattacks in recent weeks, the MedStar security breach shows hackers’ increasing
boldness and sophistication.
The chain is one of biggest employers in the Baltimore-Washington region
and runs 10 hospitals as well as 250 clinics and other sites. MedStar spokeswoman Ann Nickels declined to elaborate on
what sort of software attack the hospital
suffered, but several employees have
said they saw a pop-up message suggesting that it was “ransomware” — software
that can lock people out of systems until
they make a bitcoin payment. According
to a photo of the pop-up message provided by a MedStar Southern Maryland
Hospital Center employee, the hackers
were demanding 45 bitcoins — equivalent to about $19,000 - to restore access
to MedStar’s system.
“You just have 10 days to send us the
Bitcoin,” the note read. “After 10 days
we will remove your private key and it’s

impossible to recover your files.”
Nickels said MedStar saw “no indication that data has left our system” or that
patient privacy had been compromised.
In a statement, the health-care system
said it had not paid any type of ransom.
A Friday-afternoon update from the
hospital said MedStar was “approaching
90 percent functionality” of its systems.
Ransomware is not new, but cybersecurity experts and FBI data say its use is
on the rise. Hospitals, of course, are not
the only institutions facing such attacks.
In nine months in 2014, the FBI received
1,838 complaints about ransomware, and
it estimates that victims lost more than
$23.7 million. The next year, the bureau
received 2,453 complaints, and victims
lost $24.1 million. The FBI does not
condone the paying of ransoms, but its
agents acknowledge that businesses are
often left with a tough choice.
Hospitals, in particular, are vulnerable. In the weeks before the attack on
MedStar, hackers hit Hollywood Presbyterian Medical Center in Los Angeles,
extorting $17,000 worth of bitcoins, and
Kentucky-based Methodist Hospital,
which declared a state of emergency
after an attack. Two Southern California
hospitals, part of Prime Healthcare Services, were attacked in March.
Justin Harvey, the chief security officer of Fidelis Cybersecurity, said the
hackers’ success is likely to make them
bolder, and he worries about critical
infrastructure in the United States.
“I can’t comment on whether the
(Federal Aviation Administration) and
all the power grids are up to snuff,” he
said. “If they’re not, it can create a big
problem.”
Craig Williams, security outreach
manager at Talos, the cybersecurity
research group of Cisco, said the use
of ransomware has exploded because it
yields good profit margins. He estimated
that it is a $100 million-a-year business.
“The malware industry is making
giant steps toward ransomware, and
really, the reason behind this is ransomware’s profit margin simply exceeds
that of other types of criminal activity,”
Williams said.
The way hackers get into a system is
generally through a phishing attack —
persuading an unsuspecting employee
to click on a link or an attachment in
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